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Abstract of the contribution: This contribution provides the list of goals for the Mutual Authentication and Security Agreement (MASA) solution 2.12 and how these goals are achieved. In addition, relevant sections of this contribution will be added to the evaluation section in order to address the following EN. Editor’s Note: Protocol goals and how they are achieved are ffs in the evaluation section.
1. Introduction
Since day one MASA, as described in TR33.899 clause 5.2.4.12, was proposed with the goals listed below in mind. The following sections provide the details of how each of these goals is achieved. In order to resolve the EN: Editor’s Note: Protocol goals and how they are achieved are ffs in the evaluation section; the details of how each of these goals is achieved will be added to the evaluation section of solution 2.12 (MASA). The following are the list of goals that MASA is targeting to achieve.
1. HN Authenticate User First & User Privacy: 
 Allow Home Network to have complete control over its users by authenticating the user first. 
 In the roaming case, allowing the home network to authenticate the user first is an indirect authorization for roaming charges.

 Provide complete User privacy by allowing HN to reveal User private information and/or security parameter only after successful authentication and as needed by regulatory and HN policy.
2. Target High Effeciency: 
 Achieve mutual authentication and security key exchange in an efficient way with a single round trip.
 Allow the possibility of authentication and service authorization during the Initial authentication procedure.
3. Mutual Authentication: Provide mutual authentication mechanism between the user and the home network. 
4. Addressing Vulnerabilities: Address existing 3GPP EPS-AKA vulnerabilities and attacks.
5. Utilize (e)UICC Technology: Utilize the strength of 3GPP symmetric keying technology that relies on (e)UICC.
6. Limited Asyemmetric Keying: Utilize the strength of Asymmetric keying technology without the need for 3GPP operator to deploy a full PKI.
7. Dynamic Security Parameters Update & Policy Provisioning: 
 Allow the possibility of UE and Subscriber security capabilities negotiation and possible update through a secure exchange starting at the Initial Authentication Procedure.
 Provide a secure Initial Authentication mechanism that allow the HN to deliver a custoimized security policy to the subscriber that address the subscriber, geographical location, local regularity, and serving network level of security, etc
The following subsections provide the details of how MASA is achieving each of the above listed goals.
2. MASA Goals and Evaluation
2.1. HN Authenticate User First & User Privacy

This goal allows the home network to achieve the following:

 Allow Home Network to have complete control over its users by authenticating the user first.

 Provide complete User privacy by allowing HN to reveal User private information and/or security parameters only after successful authentication and as needed by regulatory and HN policy.
2.1.1.
HN Authenticate User First:
In 3GPP EPS-AKA, the home network relies on the serving network to authenticate the user by comparing the user “RES” to the “XRES” as it is provided by the home network via the AV. In reality, the home network never authenticates the user as it implicitly realizes the user has been successfully authenticated after the home network, i.e., HSS, receives the second Authentication and Data Information Request message from the serving network, i.e., MME to request the authorization of the user services.

In addition, the 3GPP EPS-AKA, allows the serving network during initial authentication to have access to all private and security information of the user before even the home network has the chance to authenticate or validate the user information, for example, the user permanent identifier (IMSI).
Thus one of the main goals of MASA solution is to allow the home network operator to authenticate the user first and after the user has been successfully authenticated, the home network has full control to which user information that is necessary to be revealed to the serving network.
Finally, MASA provides the means to meet potential requirements for key issue 2.11 by providing the home operator the full control to authenticate the user before providing the visited network with any information about the NG-UE including the AV(s). This means MASA solution guarantees the home network of the presence of the NG-UE and when it moves to a new NG visited network.

2.1.2.
User Privacy
MASA solution address privacy key issues as documented in security area 7. MASA solution meets all the potential requirements that are listed in Key issues 7.2, 7.5, and 7.6 by concealing the subsctription permanent identifier, IMSI, using the home network public key to provide the following:

 Provide a protection that is stronger than the existing LTE solutions.

 Conceal subscription pernmanent identifier duirng all communications including Initial Attach.
 Provide a secure mechanism for allowing the HN to assign a globally unique temporary identifier.

 Conceal subscription Permanent identifier when transmitted over the air and RAN interfaces, in 4G e.g., Uu and S1-MME.
In addition, MASA addresses the potential requirement of key issue 7.3 except in the case of emergency call for NG-UE that does not have a valid subscription assuming the 4G emergency call requirements.
2.1.3.
General
MASA solution provides the flexability to have the Home Network ID (HID) included in the IAR message outside the encrypted block. HID identifies the home network public/private key pair used for encrypted the IAR message included. This mechanism provides a great flexability to the home network operator to not be restricted to a single or few public/private key pairs.
2.2. 
Provide High Effeciency 

MASA solution is highly efficient and provides the following optimization in comparision to 3GPP EPS-AKA.
a. It achieves mutual authentication and security key exchange in an efficient way with a single round trip.
b. It allows the flexability of having the authentication and service authorization to be completed during the Initial authentication round trip.
MASA provides mutual authentication as described in details in goal 2.3 below in as ingle round trip. It provides a saving of at least 33% of signaling in terms of the number of messages exchanged in comparison to 3GPP EPS-AKA by eliminating the need for NAS Security Command messages exchanges. In addition, it can eliminate the need for AS security command exchange and by doing this it can eliminate as much as 50% of the signaling in comparison with 3GPP EPS-AKA.

 On the other hand, since 3GPP EPS-AKA does not provide the option for the home network to authenticate the user but rather relies on the serving network authenticating the user, the current 3GPP EPS-AKA provide authentication and ONLY after authentication is completed, the serving network will request service authorization in another round trip signaling between the serving network, e.g., MME, and the home network, e.g., HSS.

Since MASA allows the home network to authenictae the user first, the home network has the opportunity to provide the authorization of applicable user services in the same reponse (Authentication & Data Information response) which carries the indication of the authentication success to the serving network, e.g., MME. This saves at least 50% of the signaling between the serving network and the home network.
2.3 
Mutual Authentication: Provide a true mutual authentication mechanism between the user and the home network

2.3.1. Home Network Authenticate NG-UE

In 3GPP EPS-AKA, the home network relies on its trust relationship with the serving network to validate the authenticity of the UE. In EPS-AKA there is no clear indication from the serving network to the home network that the UE has been successfully authenticated, however, the home network may implicitly realize this after receiving another request from the serving network to authorize the user services..

In MASA, the home network is the network which is trusted to authenticate the UE. As a matter of fact, the home network is able to validate and authenticate the NG-UE before sending any security credential to the serving network. In other words, if the NG-UE failed authentication, the home network will only send a failure cause to inform the serving network to release resources for this specific NG-UE.

The home network authenticates the NG-UE based on the authentication of the IAR message that is received through the serving network in the Authentication and Data Request message, as follows:

1. Home network recovers the HID which is associated with the home network public and private key pairs.

2. Home network decrypts the IAR using the home network private key.

3. Home network recovers the IMSI from the IAR message, along with COUNTER, MAC, and RAND1.

4. Based on IMSI, home network uses the subscriber ‘K’ and derive the IAR keys (IARKint + IARKenc) based on ‘K’, RAND1, and other derivation material.

5. Home network validates the authenticity and integrity of the IAR message by calculating the Network-MAC.

6. Home network checks Network-MAC against received MAC and verify the authenticity of the message and authenticate the UE.
2.3.2. Serving Network Authenticate NG-UE

The serving network authentication of the NG-UE can be achieved in two ways (double protection):

1. Serving Network can rely on the home network to communicate to it whether the UE is authentic or not based on the IAR validation.

2. Serving Network can use the “RES” received in the Authentication and Security Complete message received from the NG-UE at the end of the Initial Authenoictaion procedure to compare with the “XRES”. The serving network follows the same process as per EPS-AKA.
2.3.3. NG-UE Authenticate the Network

When the NG-UE receives Initial Authentication Response (IAS) from the serving network, the NG-UE authenticates the network in two ways (double authentication) as follows:

2.3.3.1. NG-UE Authentiucate Network based on IAS Integrity

1. NG- UE validates the received RAND2 to be the same RAND2 that NG-UE sent in the IAR message encrypted in the inner block of the IAR message. This validates the IAS is not being replayed.

2. NG-UE uses the IASKint key to calculate the UE-MAC over the IAS message. NG-UE compares the UE-MAC to the MAC included in the IAS to validate the authenticaity and integrity of the IAS message that was recievd from the serving network.

3. When IAS message integrity validation is successful, the UE is assured that the serving network it is attached to is trusted by its home network and authentic to the extent that the home network provided the IAS keys to the serving network to protect the NG-UE IAS message.

NOTE: Since RAND2 is provided by the UE and an argument can be made that this may not qualify to the UE authenticating the network. MASA solution provides the option for the network to generate RAND3 and use RAND3 as the seed for generating the IASKenc and IASKint keys in similar way as explained for RAND2.
2.3.3.2. NG-UE Authentiucate Network using EPS-AKA AV
1. After NG- UE validates the authenticity and integrity of the IAS message, NG-UE recovers the AV material received in the IAS message, AUTN and RAND.

2. NG-UE reaches its (e)UICC application to authenticate the network based on RAND and AUTN and following the EPS-AKA.
2.4  
Addressing Vulnerabilities: Address existing 3GPP EPS-AKA vulnerabilities and attacks
The following two vulnerabilities and security attacks have have been documented in the literature:

1. User Privacy and tracking via what is called IMSI Catchers.
2. Although, fake basestation attacks which could cause a UE denial of service by sending Unauthenticated REJECT MESSAGES, e.g., ATTACH REJECT and TAU REJECT is a generic problem not specific to EPS-AKA, MASA solution provides a dynamic mechanism to communicate the serving network public key to NG-UE is asecure manner.
In order to address the privacy issue of 3GPP EPS-AKA, MASA solution never allows the user permanent identifier, e.g., IMSI, to be sent on the clear. When the UE receives the Identity Request message from the serving network, e.g., MME, the UE always respond by sending the IAR message which is encrypted using the home network public key.
In order to prevent the attack that is caused by a ROGUE basestation using unauthenticated REJECT MESSAGES, MASA solution provide a dynamic mechanism which allows the serving network to securely communicate its ID and its respective public key that can be used for protecting all REJECT MESSAAGES by signing the message with the serving network private key at any later time.

When the serving network receives an indication from the home network that the user has been successfully authenticated, the serving network includes in addition to other parameter the following two parameters:

1. Serving Network ID (SNID) – This ID can reflect the serving network public ID and could be used to identify the public/provate keys pair that is included in the IAS message.

2. Serving Network public key which is also can be linked to the serving Network ID in the above item.

This process does not only allow the serving network the flexiability to protect itself against any ROGUE basestation attack but also it provides the flexability to the serving network to use public/private keys pairs with a very flexible granularity with the following as examples:

a. Serving Network ID could reflect a single public/private keys for the whole serving network.

b. Serving Network ID could reflect a single public/private keys that maps to a single Cloud (Centralized) RAN which serve certain number of basestations.

c. Serving Network ID could reflect a single public/private keys that maps to a specific Tracking Area or a group of tracking areas.
2.5. 
Utilize (e)UICC Technology: Utilize the strength of 3GPP symmetric keying technology that relies on (e)UICC

MASA solution utilizes the strength of the (e)UICC symmetric keying technology which has proven strong reliability for many years. The only attack that has been documented on this technology was carried by an agency that belongs to a super power. If that is the case, this attack is not a realistic attack to be carried by a common attacker.
It is also well understood that an attacker like the one carried the attack against the UICC “K” keys for many subscribers also has the potential of breaking other security procedures that uses other technologies.

2.6. Limited Asyemmetric Keying Usage: Utilize the strength of Asymmetric keying technology without the need for 3GPP operator to deploy a full PKI
The overhead of utilizing a full fledged asymmetric keying technology that requires a full deployment of PKI is quite expensive and has it great scalability challenges that is related to certificate management, certificate revocations, Certificate Authentities, etc, even though, many operators have already deployed such a PKI and are using it on network nodes such as eNBs. However, it is quite well accepted to use public and private keys within the network as long as it is not extended to the end user certificate. In other words, having a solution that utilizes the strength of the asymmetric keying technologies for the network elements only is something that well contained and acceptable to every 3GPP and network operator.

That is well within the goals of the MASA solution. It utilizes the strength of asymmetric keying technology by using the public-private keys for the network elements to protect communications between the UE and the Home network and communications between the serving network and the UE in the case of REJECT MESSAGES.
MASA solution capitalizes on the strength of Asymmetric keying without the need to neither deploy a full fledged PKI solution nor the need to manage end user certificates.

2.7 
Dynamic Security Parameters Update & Policy Provisioning 
First and for most, one of the main goals of MASA solution is to provide complete privacy and protection of the user and UE information from the visiting serving network and make these information available only based on local regulatory and the Home Network policy. With this in mind, MASA solution offers a mechanism to shield every piece of private information and/or security capabilities from the serving network and provide the home network full control over which information the serving network needs to know about the user and the UE security capabilities after the home network successfully authenticate the user.
In addition, MASA solution provides a secure Initial Authentication Exchange mechanism that allows the home network operator to achieve the following:

1. When the UE IMEI is included in the encrypted IAR, the home network will have the opportunity to authenticate the UE and validate whether the UE is blacklisted, for example.

2.  When the UE IMEI is included in addition to the UE security capabilities, MASA solution provides a secure mechanism for the home network to dynamically provision a security policy that takes in consideration, UE security capabilities, Local regulatory, geographical location, and the identity of the serving network the UE is attached to.

3. MASA solution provides a secure mechanism for the UE to include the subscriber security capabilities and for the home network to update the subscriber security capabilities when needed or whenever a specific security parameter(s) or algorithm(s) is obseleted or becoming vulnerable.
3. Proposed Changes
***************Start of Change 1****************
…………

5.2.4.12.2.4.2
Handling of Authentication and Data Response

· HSS includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

· Received RAND2. 
Editor’s Note: Whether to implement these functionalities in HSS or in an additional layer that can sit in front of HSS while keeping HSS unchanged is ffs.

Editors Note: The security value of sending UE Security Capabilities to HSS is FFS.
………….
***************End of Change 1****************
***************Start of Change 2****************
…………

5.2.4.12.5
Solution Evaluation
5.2.4.12.5.1


Evaluation Summary
· Security: 

This solution proposes a mutual authentication and a security agreement mechanism that addresses all the known security vulnerabilities that has been documented against LTE 3GPP EPS-AKA. It addresses the following issues:

1. It protects the subscriber and device long term identifier (e.g., IMSI) at all times and prevents IMSI leakage.

2. It provides a dynamic mechanism to deliver the serving network public key material to the NG-UE in a secure manner which allows the network to always deliver NAS and AS messages with at least integrity protection. This mechanism protects against reported MITM attack on using attach response with error code.

•
Possibility of a common transport for a variety of authentication methods: 

This solution introduces a mechanism for Initial Authentication which is being introduced using 3GPP NAS signaling. However, the same initial authentication mechanism can be used over EAP.

•
Efficiency: 

This solution provides an at least two messages saving over 3GPP EPS-AKA which counts for about 33% signaling saving. This mechanism utilizes the secure exchange of IAR and IAS to exchange the UE security capabilities within the Initial authentication messages.

•
Interworking: 

This solution is based on 3GPP EPS-AKA and after Initial Authentication, the UE and the network can use EPS-AKA mechanism for handover and idle mode mobility. This mechanism can be adopted over EAP and thus can be seamlessly used to support interworking with non-3GPP accesses.

•
Migration 

This solution utilizes all the strength from 3GPP EPS-AKA and symmetric keys as used in (e)UICC. It is 100% backward compatible with 3GPP EPS-AKA.

•
3GPP control over possible enhancements of authentication method used over 3GPP-defined access network
This solution is completely under the scope of 3GPP. However, if it is used over EAP for interworking with non-3GPP accesses, then the control of EAP lies within IETF.

5.2.4.12.5.2


Detailed Evaluation
5.2.4.12.5.2.1 MASA Goals and Evaluation

5.2.4.12.5.2.1.1. HN Authenticate User First & User Privacy

This goal allows the home network to achieve the following:

 Allow Home Network to have complete control over its users by authenticating the user first.

 Provide complete User privacy by allowing HN to reveal User private information and/or security parameters only after successful authentication and as needed by regulatory and HN policy.
5.2.4.12.5.2.1.1.1.
HN Authenticate User First:
In 3GPP EPS-AKA, the home network relies on the serving network to authenticate the user by comparing the user “RES” to the “XRES” as it is provided by the home network via the AV. In reality, the home network never authenticates the user as it implicitly realizes the user has been successfully authenticated after the home network, i.e., HSS, receives the second Authentication and Data Information Request message from the serving network, i.e., MME to request the authorization of the user services.

In addition, the 3GPP EPS-AKA, allows the serving network during initial authentication to have access to all private and security information of the user before even the home network has the chance to authenticate or validate the user information, for example, the user permanent identifier (IMSI).

Thus one of the main goals of MASA solution is to allow the home network operator to authenticate the user first and after the user has been successfully authenticated, the home network has full control to which user information that is necessary to be revealed to the serving network.
Finally, MASA provides the means to meete potential requirements for key issue 2.11 by provising the home operator the full control to authenticate the user before providing the visited network with any information about the NG-UE including the AV(s). This means MASA solution guarantees the home network of the presence of the NG-UE and when it moves to a new NG visited network.

5.2.4.12.5.2.1.1.2.
User Privacy
MASA solution address privacy key issues as documented in security area 7. MASA solution meets all the potential requirements that are listed in Key issues 7.2, 7.5, and 7.6 by concealing the subsctription permanent identifier, IMSI, using the home network public key to provide the following:

 Provide a protection that is stronger than the existing LTE solutions.

 Conceal subscription pernmanent identifier duirng all communications including Initial Attach.

 Provide a secure mechanism for allowing the HN to assign a globally unique temporary identifier.

 Conceal subscription Permanent identifier when transmitted over the air and RAN interfaces, in 4G e.g., Uu and S1-MME.

In addition, MASA addresses the potential requirement of key issue 7.3 except in the case of emergency call for NG-UE that does not have a valid subscription assuming the 4G emergency call requirements.
5.2.4.12.5.2.1.1.3.
General
MASA solution provides the flexability to have the Home Network ID (HID) included in the IAR message outside the encrypted block. HID identifies the home network public/private key pair used for encrypted the IAR message included. This mechanism provides a great flexability to the home network operator to not be restricted to a single or few public/private key pairs.
5.2.4.12.5.2.1.2. 
Provide High Effeciency 

MASA solution is highly efficient and provides the following optimization in comparision to 3GPP EPS-AKA.

a. It achieves mutual authentication and security key exchange in an efficient way with a single round trip.
b. It allows the flexability of having the authentication and service authorization to be completed during the Initial authentication round trip.

MASA provides mutual authentication as described in details in goal 2.3 below in as ingle round trip. It provides a saving of at least 33% of signaling in terms of the number of messages exchanged in comparison to 3GPP EPS-AKA by eliminating the need for NAS Security Command messages exchanges. In addition, it can eliminate the need for AS security command exchange and by doing this it can eliminate as much as 50% of the signaling in comparison with 3GPP EPS-AKA.

 On the other hand, since 3GPP EPS-AKA does not provide the option for the home network to authenticate the user but rather relies on the serving network authenticating the user, the current 3GPP EPS-AKA provide authentication and ONLY after authentication is completed, the serving network will request service authorization in another round trip signaling between the serving network, e.g., MME, and the home network, e.g., HSS.

Since MASA allows the home network to authenictae the user first, the home network has the opportunity to provide the authorization of applicable user services in the same reponse (Authentication & Data Information response) which carries the indication of the authentication success to the serving network, e.g., MME. This saves at least 50% of the signaling between the serving network and the home network.
5.2.4.12.5.2.1.3 
Mutual Authentication: Provide a true mutual authentication mechanism between the user and the home network

5.2.4.12.5.2.1.3.1. Home Network Authenticate NG-UE

In 3GPP EPS-AKA, the home network relies on its trust relationship with the serving network to validate the authenticity of the UE. In EPS-AKA there is no clear indication from the serving network to the home network that the UE has been successfully authenticated, however, the home network may implicitly realize this after receiving another request from the serving network to authorize the user services..

In MASA, the home network is the network which is trusted to authenticate the UE. As a matter of fact, the home network is able to validate and authenticate the NG-UE before sending any security credential to the serving network. In other words, if the NG-UE failed authentication, the home network will only send a failure cause to inform the serving network to release resources for this specific NG-UE.

The home network authenticates the NG-UE based on the authentication of the IAR message that is received through the serving network in the Authentication and Data Request message, as follows:

1. Home network recovers the HID which is associated with the home network public and private key pairs.

2. Home network decrypts the IAR using the home network private key.

3. Home network recovers the IMSI from the IAR message, along with COUNTER, MAC, and RAND1.

4. Based on IMSI, home network uses the subscriber ‘K’ and derive the IAR keys (IARKint + IARKenc) based on ‘K’, RAND1, and other derivation material.

5. Home network validates the authenticity and integrity of the IAR message by calculating the Network-MAC.

6. Home network checks Network-MAC against received MAC and verify the authenticity of the message and authenticate the UE.
5.2.4.12.5.2.1.2.3.2. Serving Network Authenticate NG-UE

The serving network authentication of the NG-UE can be achieved in two ways (double protection):

1. Serving Network can rely on the home network to communicate to it whether the UE is authentic or not based on the IAR validation.

2. Serving Network can use the “RES” received in the Authentication and Security Complete message received from the NG-UE at the end of the Initial Authenoictaion procedure to compare with the “XRES”. The serving network follows the same process as per EPS-AKA.
5.2.4.12.5.2.1.2.3.3. NG-UE Authenticate the Network

When the NG-UE receives Initial Authentication Response (IAS) from the serving network, the NG-UE authenticates the network in two ways (double authentication) as follows:

5.2.4.12.5.2.1.2.3.3.1. NG-UE Authentiucate Network based on IAS Integrity

1. NG- UE validates the received RAND2 to be the same RAND2 that NG-UE sent in the IAR message encrypted in the inner block of the IAR message. This validates the IAS is not being replayed.

2. NG-UE uses the IASKint key to calculate the UE-MAC over the IAS message. NG-UE compares the UE-MAC to the MAC included in the IAS to validate the authenticaity and integrity of the IAS message that was recievd from the serving network.

3. When IAS message integrity validation is successful, the UE is assured that the serving network it is attached to is trusted by its home network and authentic to the extent that the home network provided the IAS keys to the serving network to protect the NG-UE IAS message.

NOTE: Since RAND2 is provided by the UE and an argument can be made that this may not qualify to the UE authenticating the network. MASA solution provides the option for the network to generate RAND3 and use RAND3 as the seed for generating the IASKenc and IASKint keys in similar way as explained for RAND2.
5.2.4.12.5.2.1.2.3.3.2. NG-UE Authentiucate Network using EPS-AKA AV

1. After NG- UE validates the authenticity and integrity of the IAS message, NG-UE recovers the AV material received in the IAS message, AUTN and RAND.

2. NG-UE reaches its (e)UICC application to authenticate the network based on RAND and AUTN and following the EPS-AKA.
5.2.4.12.5.2.1.2.4  
Addressing Vulnerabilities: Address existing 3GPP EPS-AKA vulnerabilities and attacks

The following two vulnerabilities and security attacks have have been documented in the literature:

1. User Privacy and tracking via what is called IMSI Catchers.
2. Although, fake basestation attacks which could cause a UE denial of service by sending Unauthenticated REJECT MESSAGES, e.g., ATTACH REJECT and TAU REJECT is a generic problem not specific to EPS-AKA, MASA solution provides a dynamic mechanism to communicate the serving network public key to NG-UE is asecure manner.
In order to address the privacy issue of 3GPP EPS-AKA, MASA solution never allows the user permanent identifier, e.g., IMSI, to be sent on the clear. When the UE receives the Identity Request message from the serving network, e.g., MME, the UE always respond by sending the IAR message which is encrypted using the home network public key.

In order to prevent the attack that is caused by a ROGUE basestation using unauthenticated REJECT MESSAGES, MASA solution provide a dynamic mechanism which allows the serving network to securely communicate its ID and its respective public key that can be used for protecting all REJECT MESSAAGES by signing the message with the serving network private key at any later time.

When the serving network receives an indication from the home network that the user has been successfully authenticated, the serving network includes in addition to other parameter the following two parameters:

1. Serving Network ID (SNID) – This ID can reflect the serving network public ID and could be used to identify the public/provate keys pair that is included in the IAS message.

2. Serving Network public key which is also can be linked to the serving Network ID in the above item.

This process does not only allow the serving network the flexiability to protect itself against any ROGUE basestation attack but also it provides the flexability to the serving network to use public/private keys pairs with a very flexible granularity with the following as examples:

a. Serving Network ID could reflect a single public/private keys for the whole serving network.

b. Serving Network ID could reflect a single public/private keys that maps to a single Cloud (Centralized) RAN which serve certain number of basestations.

c. Serving Network ID could reflect a single public/private keys that maps to a specific Tracking Area or a group of tracking areas.
5.2.4.12.5.2.1.2.5. 
Utilize (e)UICC Technology: Utilize the strength of 3GPP symmetric keying technology that relies on (e)UICC

MASA solution utilizes the strength of the (e)UICC symmetric keying technology which has proven strong reliability for many years. The only attack that has been documented on this technology was carried by an agency that belongs to a super power. If that is the case, this attack is not a realistic attack to be carried by a common attacker.

It is also well understood that an attacker like the one carried the attack against the UICC “K” keys for many subscribers also has the potential of breaking other security procedures that uses other technologies.

5.2.4.12.5.2.1.2.6. Limited Asyemmetric Keying Usage: Utilize the strength of Asymmetric keying technology without the need for 3GPP operator to deploy a full PKI

The overhead of utilizing a full fledged asymmetric keying technology that requires a full deployment of PKI is quite expensive and has it great scalability challenges that is related to certificate management, certificate revocations, Certificate Authentities, etc, even though, many operators have already deployed such a PKI and are using it on network nodes such as eNBs. However, it is quite well accepted to use public and private keys within the network as long as it is not extended to the end user certificate. In other words, having a solution that utilizes the strength of the asymmetric keying technologies for the network elements only is something that well contained and acceptable to every 3GPP and network operator.

That is well within the goals of the MASA solution. It utilizes the strength of asymmetric keying technology by using the public-private keys for the network elements to protect communications between the UE and the Home network and communications between the serving network and the UE in the case of REJECT MESSAGES.

MASA solution capitalizes on the strength of Asymmetric keying without the need to neither deploy a full fledged PKI solution nor the need to manage end user certificates.

5.2.4.12.5.2.1.2.7 
Dynamic Security Parameters Update & Policy Provisioning 

First and for most, one of the main goals of MASA solution is to provide complete privacy and protection of the user and UE information from the visiting serving network and make these information available only based on local regulatory and the Home Network policy. With this in mind, MASA solution offers a mechanism to shield every piece of private information and/or security capabilities from the serving network and provide the home network full control over which information the serving network needs to know about the user and the UE security capabilities after the home network successfully authenticate the user.

In addition, MASA solution provides a secure Initial Authentication Exchange mechanism that allows the home network operator to achieve the following:

1. When the UE IMEI is included in the encrypted IAR, the home network will have the opportunity to authenticate the UE and validate whether the UE is blacklisted, for example.

2.  When the UE IMEI is included in addition to the UE security capabilities, MASA solution provides a secure mechanism for the home network to dynamically provision a security policy that takes in consideration, UE security capabilities, Local regulatory, geographical location, and the identity of the serving network the UE is attached to.

MASA solution provides a secure mechanism for the UE to include the subscriber security capabilities and for the home network to update the subscriber security capabilities when needed or whenever a specific security parameter(s) or algorithm(s) is obseleted or becoming vulnerable.
………….
***************End of Change 2****************
4. Conclusion
SA3 is kindly requested to approve adding the proposed changes in section 3 above to solution #2.12 in TR33.899.
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